
IPv6 Deployment 
Mirditor Kuçaj

miri@nsc.al
NSC Shpk

ANIX 2024

mailto:miri@nsc.al


What is IPv6? 

• Every single device connected to the Internet, whether it is a 
supercomputer, a smartphone, or a home cleaning robot, requires an 
Internet address (IP address).

• IPv4 was the original standard for the experimental Internet, which reached 
the maximum number of addressing.

• IPv6 is the new addressing plan that solves all the issues we had with IPv4 
and is promising to be future-proof.



Is it working now?
https://www.google.com/intl/en/ipv6/statistics.html



Where are we?



Who is using IPv6 for Subscribers?
https://stats.labs.apnic.net/ipv6/al



Issues for using IPv6

NONE



Deployment  strategy.

• Do nothing.      You already are

• Dual-stack      Way to go

• 464XLAT

• DS-Lite 

• Lw4o6 

• MAP-E

• MAP-T

• etc.



Do nothing only if

• Your uplink is only on Cogent or Hurricane 
Electric.

If you have both of them is somehow OK.

Or peer with another provider for IPv6 that 
has direct or indirect connection with these 
two.



Dual Stack. What do you need?
• IPv6 Providers

• IPv6 subnet from RIPE.

• Dual Stack configuration in your 
Border Router 

• Dual Stack configuration in your BNG

• Dual Stack enable / configuration in 
CPE

• Dual Stack DNS Resolvers.

• RFC 8415: Dynamic Host Configuration 
Protocol for IPv6 (DHCPv6)



Government and law enforcement   

• The subnet that the customer will use needs to be linked/logged.

• Radius attribute: “Delegated-IPv6-Prefix” RFC 4818. 
This Attribute must be supported/added to your system.
If not, we have the NSCRAD system for ISP-s that fully supports IPv6.

• Kea DHCPv6 developed by ics.org used with kea-hooks libraries.



Benefits after deploying IPv6

• You will receive better 
feedback from customers 
about: Online gaming, Social 
media and webpage 
responsiveness.

• Your BNG CGNAT will have up 
to 70% less nat-translations.

• Because of a less used CGNAT. 
You will free IPv4 subnets to 
use them for other business 
purposes.





More security.

• IPv6 by design is more secure than IPv4.

• Very hard to do port-scanning and subscriber discovery because of the massive 
number of IPv6. A single /64 subnet has 18,446,744,073,709,551,616 usable host 
addresses. And an /29 that you receive from RIPE has 
633,825,300,114,114,700,748,351,602,688 or 34millions of /64 subnets,

• ACL filtering works the same style as IPv4. 

• According to statistics, the DDoS attacks to IPv6 happens only 8% of cases.
“Arbor Networks WISR #13 report”

• RTBH or FlowSpec for Anti DDoS works the same as IPv4
if you don’t have AntiDDoS protection 

we have NSCFLOW AntiDDoS system that handles both IPv4 and IPv6. 



Our success stories. 
“The +5%”

• I.B.C - Telecom AS57388 

• NETCOM  AS205278

• PRIAM-NET  AS210125

• KORABI-NET  AS211210 

• IH-NETWORK  AS211458

• INTERFIBER  AS211147

• NETSYSCOM AS212766

• VANI    AS204816

• Others soon…



Q&A

• For more info: miri@nsc.al

• www.nsc.al

• https://www.linkedin.com/in/mirditor/

mailto:miri@nsc.al
http://www.nsc.al/
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